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SECURITY AWARENESS
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Security Awareness

asaszkunsuazwaivagnamunivisluasn

o1lAadulaluovAns Lasnsuguaiaua v

IKUN=dUWoUILAUAIULIFIKIOKSDATISSO (KA
yovUoyadiney



The 7 Layers of Cybersecurity

THE HUMAN LAYER

PERIMETER SECURITY

NETWORK SECURITY

ENDPOINT SECURITY

DATA SECURITY
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Phishing
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(2081Y Phishing

3/

From: no-reply@cmu.ac.th <no-reply@cmu.ac.th> e———or fﬂf!‘li%ﬂﬁ!ﬂt‘lﬁﬂﬁ1ﬂﬂ?ﬂ1ﬂﬁtﬁﬂdﬁﬂﬂQﬁﬂiﬁ1iﬂ
Sent: Monday, June 28, 2021, 11:20 AM

To:

Subject: URGENT: Mailbox Deactivation Notice For @cmu.ac.th

' & L o ms -y Ty o
msszyvediuliiaou o, e aAau AN 13950 IR aenaslnnanasnyseitalvanuy

Hinya linsa viohilaszyve —7
. . | You will not be able to send nor recieve emails with your account @cmu.ac.th if not verifed immediatley!
aratlvauatlasuainiianiyw

Your email CPanel was affected during our recent server upgrade. Follow the guideline on the link
below to verify and upgrade your mailbox for free. This will increase your mailbox quota service by 40

percent.
e ¢ A g R ar
If you do not upgrade and verify your account = @cmu.ac.th , You will stop receiving nor sending

emails and the entire contents of your mailbox will be subject to deletion, including all inboxes
messages and attachemenis.

Thanks
cmu.ac.th setup team.




(2081Y Phishing

# | login.microsoftonline.com/§ommon/oauth2/authorize?client_id=4345a7b9-9a63-4910-a426-3536320... ¥ & https://therapywithadrine.com/§pt/OVA/authorize_client_id:s63kb25d-b0lh-zurc-biqu-vdicrfpm7
ookmarks gested Sites Unlimitz Lifiafie dn... [J3 wsisnn 1ol fao Ph.. » Other bookmarks — :
L. o PP e o om Google Chrome = BAosanti

@ soxaiiay CMU
€ V.s@cmu.acth

Enter password

JUMBO PLUS
Because you're accessing sensitive info, you need to

verify your password

O sy CMU

€« s@cmu.ac.th . i I
g, Password

Enter password . \
' : Forgot my password

e\ Sign in
Forgot my passworg | .." i
Sign in

Forgot password Please visit 3 Forgot password Please visit
https://account.cmu.ac.th/Forget for more v https://account.cmu.ac.th/Forget for more
information call 0-5394-3827 information call 0-5394-3827

Qs ! (] g o MI ! o o
ﬂ')ﬂﬂ']ﬂl.’)ﬂllsﬁﬂ@ﬁ{l ﬁQﬂﬂqﬂLQUifﬂﬁﬂﬂ’ﬂN




0D981v Phishing ~

<« C 8 oauth.cmu.ac.th/v2/Login/?continue=CMU%20MIS Q o B = & oocto/cmuacth aQ & W =

“"CMU MIS”

1IN 1 aCCess your account
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@lssword Attacks
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Most common
passwords 2023

123456

s

2. admin 3.12345678 4.123456789

4,008,850 1,371,152 1,213,047

S

7. password
710,321

+

9. Aal23456 10.1234567890

219 725




(1081 Password Attacks

TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2023

Numbers, Upper Numbers, Upper
and Lowercase and Lowercase

Upper and

Number of Lowercase
Numbers Only Lowercase

Characters Letters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
1 sec
5 secs
52 secs
9 mins
1 hour
14 hours

6 days

Instantly
Instantly
Instantly
Instantly
Instantly
3 secs
1 min
32 mins
14 hours
2 weeks
1 year
27 years
713 years
18k years

Letters

Instantly
Instantly
Instantly
1 sec
28 secs
24 mins
21 hours
1 month
6 years
332 years
17k years

Letters

Instantly
Instantly
Instantly

2 s5ecs

2 mins
2 hours

5 days

10 months

53 years
3k years

Letters, Symbols

Instantly
Instantly
Instantly
4 secs
5 mins
6 hours
2 weeks
3 years
226 years
15k years

48bn years

2tn years

380bn years

26tn years




Unsafe Links

avanluungoano




— i _ \
10281V Unsafe Links
ol #Staysafe AIS = 06:53 Q 85% )
<D £ f00819 AJAIITIdUINAKSDS:TUUNYT
SHOPEE > |
Text Message . - i
Today 06:40 <{® =y

ﬂm@ﬂ‘iqq'ﬁ’aé’uaa’]ﬂﬂﬁgﬁqLﬁauﬁaq [ext Message
Lﬁr] : bit. IY/ZTWSdJ S Mon, 20 May at 4:18 PM

o =l ar A =l
Uty a9a9qugnszdl 1aI9ninig g
ar L} e =9 A ‘:‘ ’
whsruuiligneas adniiailasus B E
TATHIUN NN k >
www.resetpassword-th.com |




1o81v Unsafe Links
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https://www.shorturl.at/url-total-clicks.php?u=shorturl.at/efhNf

— — cybersecurity
5 Malware 2UQULLSN CSOC //operatlons center

ANaTUtulU 2023
(U.A-5.A. 2023)
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Emotet Malware
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Emotet spreads
releasing more
malware

across the network,

identally
activated by the

Emotet acc

’s

How Emotet
Malware works?
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(981v Emotet Malware

E“ H9-0- |5 8df8ldb.xls [Compatibility Meode] - Microsoft Excel = E
Home Insert Page Layout Formulas Data Review View Developer Add-Ins Load Test Team & 9 = EE &3
“E'_i] 4 Calibri -1 - = E%] = General - Cnnditinnal Formatting = 5*=Insert - 2 % [Iﬁ
- a3 B I U~ Ay E=E= - $ % » f§% Format as Table ~ & Delete = @'
Paste  _ | . S o Sort & Find &
- e | e A~ i iE | P <8 3o (=} Cell Styles ~ (] Format * | (2~ Filter~ Select -
Clipboard s Font e Alignment Styles Cells Editing
3,} Security Warning Macros have been disabled. x
022 - 2 v
H | J K L N 8 P Q R 5 T Ly
1
: E
3
4
3 Microsoft Excel
&
7
3 If you are opening the attached file with Excel and you see a Protected view warning,
s - then no document content will be displayed until editing and content are enabled.
10
11
12
13
14 -
M 4+ M| Sheetl 2 [i] 4 | i | a0

Ready | = | ||E|EI 20% @ L (+) 5




Public WI-Fi
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